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KAK 3ALLUTUTBCA OT KOMIMbIOTEPHbIX BUPYCOB

Sra namaTka nomoxer Tebe 6esonacHo HAXOA4MTbLCA B CE€TH

KomnbioTepHbIii BUPYC — 3TO NpOrpamMma, OTAMHYMTENbHOM OCOBEHHOCTbIO KOTOPOWH

aBnsieTca CcnocobHocTb K PA3MHOXEHHUIO. BMpYCbI MOryT MOBpPEeaAuTb MU MOJIHOCTbIO

YHUUYTOXHUTL BCE d)ﬂﬁﬂbl U AAHHbIE, NOAKOHTPOJIbHbIE MOJNIb3OBATENIO, OT UMEHU KOTOPOro

6bina 3anyweHa 3apaxeHHas nporpaMma, a Takxe noBpeauTb UM AaXe YHUUTOXMTb

ONEepPALMOHHYI0 CHCTEMY CO Bcemu ¢annamm B uenom. B 6GonbwmHctee cnyuvaes

PACNPOCTPAHSIIOTCS BUPYChl YEPE3 MHTEPHET.

N d @ N

MeTopab! 3aLUTLI OT BPEAOHOCHBbIX NMPOrpamm

MCnOanYﬁ COBpEeMeEeHHble OnepaumoHHbIe CUCTEeMBbI, MMeloLme cepbesnui YPOBEHb
3awmTbl OT BP€AOHOCHbBIX MPOrPaMM.

MocrosHHo ycTanaenueai natun (umdposble 3anAATKM ANS NPOrPAMM) M ApYyrue
obHoBNEHMs cBOEH onepaunoHHOM cucTembl. CkaunMBai Mx TONbKO € OpUUMANbHOTO
canta paspaborumka OC. Ecnm cywectyer pexum asTomatnyeckoro o6HoBReHUs,
BKJIIONM €ro.

Pa6oran Ha CBOEM KoMmrbloTepe noa npasamu none3oBarens, a He
aaMUHUCTpaTOpa. Sto He nosBonMUT 6OJ'II:LUMHCTBY BPEAOHOCHbIX MNporpamm
UHCTANNMPOBATLCA HO TBOEM NEPCOHANIbHOM KOMMbIOTEPE.

Mcnonb3syi aHTUBMPYCHbIE NPOrPAMMHBIE NPOAYKTb M3BECTHLIX NPOU3BOAMUTENEH, C
aBTOMATUYECKMM OBHOBNEHWeM 6a3.

Orpanuyb $HU3MUECKHMIA AOCTYN K KOMMBIOTEPY AN NOCTOPOHHUX KL,

Mcnonb3yi BHelHWe HOCUTENM MHPOPMALMKM, TaKMe KaK ¢prelka, AucK unu dbamn
M3 MHTEPHETA, TONbKO M3 NPOBEPEHHbIX UCTOYHUKOB.

He oTkpbiBali KOMMbiOTEPHbIE $aMMLI, NOMYYEHHbIE M3 HEHAAEXHBIX MCTOYHWKOB.

Haxe Te ¢ainbl, KOTOpble NPUCAAN TBOM 3HAKOMbIA. Jlyuywe yTOuHM y Hero,
oTnpasnsn nu oH Tebe ux.
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YTO TAKOE ABTOPCKOE NPABO

Ora namstka pacckaxet rebe 06 asTopckom npase

CoBpeMeHHble WKONbHUKM — CGKTMBHBIE MOMb3OBATENM LMPPOBOrO MPOCTPAHCTBA.
OpHaKO AANEeKO He BCE 3HAIOT, YTO MONb3OBAHME MHOTMMM BO3MOXHOCTAMM
undposoro Mupa TpebyeT cobniopeHMs NPAB  HA  MHTENNEKTYQmbHYIO
CcOBCTBEHHOCTD.,

TepMuH «MHTENNEKTyasnbHAS COGCTBEHHOCTb» OTHOCUTCS K  PA3NMYHBIM
TBOPEHMAM YENOBEYECKOTO YMA, HAYMHAS C HOBbIX M306pETEHWH W 3HAKOB,
obo3sHauaowmx cOBCTBEHHOCTE HA NPOAYKTbI M YCYTM, M 3GKAHYMBAS KHMIOMM,
$oTtorpadusaMu, KUHOPHUNLMAMM M My 3bIKASTbHBIMM MPOU3BEAEHUIMM.

ABTOpCKME NPOBO — 3TO NPABA HA MHTENNEKTyanbHylo COBCTBEHHOCTb Ha
NPOM3BEAEHMS HQYKM, TMTEPATypPbl M UCKYCCTBA.

ABTOpckMe  npasa  BLICTYNAIOT B KayecTee TFAPGHTUM  TOrO,  4TO
MHTENNeKTyanbHbIM/TBOPYECKMI TPyA aBTopa He ByAeT HANPACHBIM, AACT emy
cnpaeeanuBbie BO3MOXHOCTH 3apaboTaTe Ha pPe3ynbTATax CBOEro TPyAd, NOy4MTh
M3BECTHOCTb M NPU3HAHKE.

Hukro 6e3 paspelueHus aBTOpPa He MOXET BOCNPOM3BOAMTL €ro NPOMU3BEAEHHE,
pacnpocTpaHsTs, Ny6nAMYHO AEMOHCTPUPOBATh, NPOAABATH, MMNOPTUPOBATH,
nyckatb B NPOKAT, NMyBAMYHO MCNONHATb, MOKA3bIBATb/MUCMONHATL B 3dupe Mnu
pasmeLlaTh B MHTEPHeTe.

Mcnonbsoeanue «MMPATCKOro» nporpammHoro obecneyeHns MOXeT NpUBECTH KO
MHOTMM PMCKOM: OT MOTEPU AAHHBIX K TBOMM OGKKAYHTAM A0 6nokMpoBku TBOEro
YCTPOMCTBQ, rAe YCTAHOBNEHA HENerasibHas MPOrpaMMma.

He crout Ttakxe 3abbiBath, 4TO cywectsylor neranbHbie M GecnaartHbie
MPOrpaMMbl, KOTOPbIE MOXHO HaWTH B CETH.
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KAK BE3OMNACHO OBLUATbLCS B COLIMAJIbHbIX CETAX

Sra namaTtka nomoxer Tebe 6ezonacHo O6Ll..‘GTbCﬂ B COLMQAJIbHbLIX CEeTAX

CoumanbHbIe CETU OKTUBHO BXOAST B HALLY XM3Hb, MHOTME NIIOAM PaBoTaIOT U XMBYT TOM
nocrosHHo, a & Facebook yxe sapeructpuposan munnmapp yenosek, uto ssnsertca ogHowM
ceAibMOM BCeX XuTenen nnaxetbl. MHOrMe nonb3oBaTtenu He NOHMMAIOT, 4TO MHPOPMALMS,
PO3MELLEHHAS MMM B COLMQMbHBIX CETAX, MOXET ObiTh HAMAEHA M MCMONBb3OBAHA KeM
YrOAHO, B TOM 4YMcne He 0653aTensHO € 6AarMMU HOMEPEHHIMM.

Cosetbl NO 6e30nucuomy OGI.I.[EHMIO B COLMAJIbHbIX CeTax

Orpanuyb cnucok apysen. Y Tebs B Apy3bsx He AOMKHO ObiTb CAy4aMHbIX M
HE3HAKOMbIX NIOAEN.

3awmain ceoto 4acTHylo Xu3Hb. He ykasbieait naponu, TenedoHs, aapeca, aaty
TBOEro POXAEHWS M APYIYIO JMYHYIO MHPOPMALMIO. 3NOYMBILNIEHHUKM MOTYT
MCMONb30BATh ACXKE MHGOPMALMIO O TOM, KAK Tbl M TBOM POAMTENM MAAHUPYETe
NPOBECTU KAHMKYTIbI.

3awmwai ceolo penyTaumio — AEpPXM ee B YACTOTe M 3aaaeai cebe Bonpoc: xoten
6bl Tbl, 4TOGbI ApYrMe nonb3oBaTenu BuAenM, 4To Thl 3arpyxaews? [Mopyman,
npexpae YeM 4To-To ony6nmMKoBaTh, HANMCATL M 3ArPY3UTh.

Ecnmn Tbl roBopMLb € NI0ABMM, KOTOPbIX HE 3HAELWb, HE MCMONb3YH CBOE peasnbHoe
MMS M APYTYIO NIMYHYIO MHDOPMALMIO: MMS, MECTO XXMTENbCTBA, MeCTo yuebbl u
npouee.

M3berait pasmeluerns potorpadmil B MHTEPHETE, rAe Tbl M306PAXEH HO MECTHOCTH,
Mo KOTOPOH MOXHO OnpefenuTh TBOe MECTOMONOXEHHE.

Mpw peructpaumm B coumansHOM cetm HeO6EXOAMMO MCNONb30BATL CIOXKHbIE NAPONH,
cocTosiwme u3 6yke U LMbP M C KONMYECTBOM 3HAKOB He MeHee 8.

[lna coumanbHoOM cet, NouTbl U APYrMX CAMTOB HEOBXOAMMO MCMONb3OBATL PA3HBIE
naponu. Toraa ecnu Te6s B3NOMAIOT, TO 3N10YMBILUNEHHMKM NOAYHAT AOCTYN TOMLKO K
OAHOMY MECTY, a He KO BCEM cpasy.
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KAK BE3OMACHO PACIMJIAYUBATbLCS
NEKTPOHHbIMU AEHBIAMU

Jra namsTka nomoxert Tebe 6esonacHo pacnna4y1MBarbCa 3/1€KTPOHHbIMKU 4eHbramm

ONeKTPOHHbIE AEHbIU — 3TO O4YeHb yAoBHbIM cnocob nnatexen, OAHAKO CyLIECTBYIOT
MOLUEHHMKM, KOTOPbIE XOTAT MONYYMUTb 3TU AEHBIU. DNEKTPOHHBIE AEHBIM NOSBUIMUCH COBCEM
HEAOBHO M MMEHHO WM3-30 3TOrO BO MHOFMX FOCYAAPCTBAX A0 CMX MOP HE NPOMMCAHO NPO
HUX B 30KOHAX.

B Poccuu xe oHM GyHKUMOHMPYIOT M O HMX YXKE€ NMPOMMCAHO B 30KOHE, FAe MX Pa3AensioT
HO HECKONbKO BMAOB — OHOHMMHbIE M HEQHOHWMHbIE. Pa3HMLLO B TOM, 4TO OHOHMMHBIE — 3TO
Te, B KOTOPbIX PA3PELIAETcs NPOBOAUTL onepauuu 6e3 uaeHTMd1Kaumm nonb3osarens, a B
HEAHOHMMHBIX MAEHTUDUKALMS NONL3OBATENS ABASETCSH 06S3aTENLHOM.

Mepbl 3ALWMTBI DJIEKTPOHHbIX AeHer

Mpuesaxu k cuety mMobunbHbIM TenedoH. 1o cambit yaobHbIM M BbicTpbilt cnocob
BOCCTAHOBUTb AOCTYN K c4eTy. [puea3aHHbiM TenedoH nomoxer, ecnn 3abyaelws
CBOM NAATEXHbIM NAPOAb UM 3AMAELLb HO CAWT C HE3HOKOMOTO YCTPOMCTBA.

Mcnonb3yi oaHopasoebie naponu. [locne nepexona Ha ycuneHHyio aBTOPU3ALMIO
Tebe yxe He ByaeT yrpoxarb ONACHOCTb KPGXM MAM MEPEXBATA NNATEXHOrO
napons.

Buibepu cnoxHbid napons. MMpecrynuukam BypeT He NpocTO yrapaTth CROXHbIN
napons. HapexHbie naponu — 310 Nnaponu, KOTopble COAEPXAT He MeHee 8 3HaKOB U
BKO4aloT B cebsi cTpouHble M nponucHbie BykBbl, LUbPLI M HECKONBKO CUMBOIOB,
TakMe KaK 3HaK gonnapa, GyHTa, BocknmuatensHbiid 3Hak. Hanpumep, StROng!;

He BBOAM CBOM NMUHbIE AAQHHBIE HO CAMTAX, KOTOPbIM HE AOBEPSELLb.
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KAK BE3OIMNACHO NOJIb3OBATbCS
CMAPT®OHOM, MNNAHLUETOM

3ra namaTtka nomoxet Tebe 6e30MNaCHO NONbL30BATLCH MOBMABHBIMM yCTpOﬁCTBGMM

CmaprtdoHbl M nnaHwerTbl copepxar B cebe B3pocnbii QyHKUMOHAN M MOryT
KOHKYPUPOBATb CO CTALMOHAPHbIMM KoMmnbloTepamu. OpHako cpepcts 3awmtsl ans
nofo6HbIX YCTPOMCTB NoKa Mano. TecTMpOBAHWE M MOUCK YSI3BUMOCTEN B HUX NPOMCXOANT
He Tak MHTeHcHBHO, Kak ans [1K, To xe camoe kacaeTcs U MOBUALHBIX NPUAOXKEHUM.
CospemeHHble MoBunbHbIE Bpay3epbl yXe NPAKTUHECKM AOTHANAM HACTONbHbIE QHANOTH,
OAHAKO paclwmMpeHre dyHKUMOHANA BreveT 3a coboi Gonbliyio COXHOCTb M MEHbLUYIO
3awmweHHocTs. [laneko He BCe NPOU3BOAMTENM BbINYCKAIOT OBGHOBNEHMS, 3AKPLIBAKOLME
KPUTHYECKME YS3BUMOCTM AJ1s CBOMX YCTPOWCTB.

CoBeTbl N0 6€30NaCHOMY MCNOJIb30BAHUIO MOGUITBHBIX YCTPOWCTB
Hmero He ABNsSeTCs No-HacTosleMy GGCHHOTHBIM. Bym, OCTOpPOXEeH, Beab Koraa
tebe npeanaraloT 6ecnNaTHbIA KOHTEHT, B HEM MOTYT BbITb CKPbITbI KOKME-TO NAQTHbIE

ycnyru.

Lymai, npexae yem otnpaents SMS, poto unu eupeo. Tol TOYHO 3HAELLB, rAE OHM
6ynyT B KOHEYHOM HTOre?

Heobxoanmo 06HOBASTE ONEPALMOHHYIO CUCTEMY TBOETO CMAPTHOHA.
Mcnonb3yi QHTUBMPYCHbIE NPOrpaMMBI ANs MOBUALHBIX TenedoHOoB.

He 3arpyxai npunoxeHus oT HEU3BECTHOrO MCTOYHMKQ, BEAb OHWU MOTYT COAEPXaTh
BPEAOHOCHOE NporpammHoe obecneyexue.

Mocne Toro kak Tel BeIHAEWS C CANTA, FA€ BBOAMN NIMUHYIO MHGOPMALMIO, 3aMAU B
HacTpomku Gpaysepa u yaanu cookies.

ﬂepuouuuecxu nposepuﬁ, KakKue nnaTtHble yCnyru GKTUBMPOBAHbBI HO TBOEM HOMepe.

ﬂ,OBGﬁ cBOM HOMep mobunbHoro Tened)ouu TONBKO NIOASAM, KOTOPbLIX Tbl 3HAELWb U
KOMY AoBepsiellb.

Bluetooth gonxeH 6biTb BbIKNIOYEH, KOraa Thl UM He nonb3yewscs. He 3a6biean
MHOTAQ NPOBEPSTh 3TO.
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KAK BE3OMNACHO NOJIb3OBATbCS CETbIO WI-FI

Ora namaTka nomoxet Tebe 6ezonacHo nons3osatsca cetsio Wi-Fi.

Wi-Fi — ato 6ecnpoBogHoi cnocob nepeaauyn AAHHLIX, UCMOMb3YIOWMIA PAAUOCHUTHANbL.

Wi-Fi — a66pesuarypa ot anrnuiickoro cnoeocoueranus Wireless Fidelity, uto pocnoeHo

nepesoaunTcs Kak 6ecnpoBoaHas TOuHOCTb. becnnatheil MHTepHeT-gocTyn B Kade, oTensx

U as3ponopTax sasnsetca OTAIMYHOM  BO3MOXHOCTBIO BbIXOAQ B MHTEpPHeT. Ho

obwepnocrynHbie cetn Wi-Fi He senatotca 6esonacHbimu.

Ul H BN =

CoBeTbl no 6e3onacHomy ucnosnb3oBaHuio Wi-Fi

He nepepaeait ceoo nuuHyo uHbpopmaumio yepes obwepoctynHbie cetn Wi-Fi.
Pabotas B HMX, XenartenbHo He BBOAWTb NAPONM AOCTYNA, NOTMHBI M KAKME-TO
HoMepa.

Mcnonb3yi m obHOBASH aHTMBMPYCHble nporpammbl M Bpanamayep. Tem cambim Tl
obesonacub cebsi OT 3aKAYKM BUPYCA HA TBOE YCTPOWCTBO.

Mpu ucnonbsoeanmmu Wi-Fi otknioun dymkumio «O6wmit poctyn k dainam u
npuntepam». [laHHas ¢YHKUMS 3QKPLITA MO YMOMYQHMIO, OAHAKO HEKOTOpble
nonb30BATENM AKTUBUPYIOT ee ans yaobcTea ucnonb3oeanus B pabote unu yuebe.

He ucnonbayi ny6banunbin Wi-Fi gns nepepaun nuuHbiXx faHHBIX, Hanpumep Ans
BbIXOAA B COLMANbHBIE CETU MU B SNEKTPOHHYIO MOYTY.

Ucnonbayi Tonbko 3awpwerHoe coepnHenme yepes HTTPS, a ve HTTP, o ects npu
Habope se6-aapeca seoan umenHo «https://».

B mobunsHom TenedoHe otkmoun  dyukumio  «[Mopknovenme «k  Wi-Fi
asTomatuyeckn». He gonyckait aeToMaTueckoro nogkoueHUs YCTPOMCTBA K CETSM
Wi-Fi 6e3 tBoero cornacus.




